
Bol. Soc. Paran. Mat. (3s.) v. 2026 (44) 18 : 1–20.
©SPM – E-ISSN-2175-1188 ISSN-0037-8712
SPM: www.spm.uem.br/bspm doi:10.5269/bspm.82997

Constash: A Post-Quantum Hash Function from Constacyclic Codes over
R = Fq + uFq + vFq + uvFq

Asmaa Cherkaoui and Seddik Abdelalim

abstract: In this work, we introduce Constash, a new syndrome-based hash construction built from λ-
constacyclic codes over a finite Frobenius ring. The proposed design maps each input to a sparse vector over
the ring and computes its syndrome with respect to a public parity-check matrix. In this setting, preimage
resistance is related to bounded-weight syndrome decoding, while collision resistance is related to low-weight
kernel relations. The ring structure also supports efficient evaluation in the negacyclic case. We discuss
concrete parameter choices and practical attack baselines, giving a ring-based perspective on post-quantum
syndrome hashing.
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1. Introduction

The advent of large-scale quantum computers poses a serious threat to widely deployed cryptographic
primitives based on factoring or discrete logarithms. In response, the National Institute of Standards and
Technology (NIST) initiated a standardization process for post-quantum cryptography in 2016, spurring
significant research into alternatives rooted in mathematical problems believed to resist quantum at-
tacks. Among these, code-based cryptography stands out for its long history of scrutiny and foundational
hardness results dating back to the NP-completeness of syndrome decoding [15].

Within code-based primitives, hash functions have received less attention than encryption or sig-
natures, yet they play a critical role in constructing secure protocols such as commitment schemes,
Merkle trees, and hash-and-sign signatures. The most influential framework for code-based hashing is
the syndrome-based paradigm introduced by Augot, Finiasz, and Sendrier [12], which defines the hash
output as the syndrome of a low-weight error vector derived from the message. This design reduces
preimage and collision resistance to well-studied decoding problems, specifically, bounded-weight syn-
drome decoding and the search for low-weight codewords. Early instantiations like Fast Syndrome-Based
(FSB) [12] demonstrated feasibility, and subsequent optimizations such as Really Fast Syndrome-Based
(RFSB) [10] improved efficiency using quasi-cyclic structure and fast arithmetic. However, the use of
highly structured codes has also enabled cryptanalytic advances: Fouque and Leurent [27] showed that
certain quasi-cyclic syndrome-hash designs are vulnerable to algebraic and statistical attacks when the
underlying code exhibits hidden linearity or low-density patterns.

Motivated by the need for structurally diverse post-quantum hash constructions, we propose Constash,
a new syndrome-based hash family built from λ-constacyclic codes over the finite Frobenius ring

R = Fq + uFq + vFq + uvFq.

The construction uses the algebraic structure of R, in particular its idempotent decomposition and the
associated componentwise description of constacyclic codes over Fq [22]. This framework allows the
compression map to be defined through sparse ring-valued syndromes, while the negacyclic case admits
efficient evaluation by polynomial arithmetic and, when 2n | (q − 1), by the number-theoretic transform
(NTT) based methods applied componentwise over Fq [13,34]. In contrast with earlier syndrome-based
hash constructions defined purely over fields, Constash relies on a deterministic sparse encoder over R with
coefficients in a ring alphabet induced from a base set S ⊆ Fq. Its security is analyzed through bounded
Lee-weight syndrome decoding and low-weight kernel relations associated with the public parity-check
matrix, together with practical baselines from decoding-style and generalized birthday attacks [12,11,10].

The remainder of this paper is organized as follows. Section 2 introduces the necessary algebraic
and coding-theoretic background over R. Section 3 presents the construction of Constash, including
its Merkle–Damg̊ard iteration. Section 4 discusses the efficient evaluation of the compression function.
Section 5 provides a detailed security analysis. Section 6 addresses parameter selection and concrete
instantiations. Finally, Section 7 illustrates the construction with a concrete example.

2. Preliminaries

Let Fq be a finite field with q elements, where q = pm and p is a prime. Throughout the paper, we
consider the commutative ring

R = Fq + uFq + vFq + uvFq, u2 = u, v2 = v, uv = vu.

Every element r ∈ R admits a unique representation

r = a+ bu+ cv + duv, a, b, c, d ∈ Fq.

We recall that R is a finite Frobenius ring and that it decomposes through the orthogonal idempotents

e1 = (1− u)(1− v), e2 = u(1− v), e3 = (1− u)v, e4 = uv,

which satisfy
e2i = ei, eiej = 0 (i ̸= j), e1 + e2 + e3 + e4 = 1.
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Accordingly,

R = e1Fq ⊕ e2Fq ⊕ e3Fq ⊕ e4Fq,

and each element r ∈ R can be written uniquely in the form

r = e1a1 + e2a2 + e3a3 + e4a4, ai ∈ Fq,

see [22].

We also use the Gray map

Φ : R −→ F4
q, Φ(a+ bu+ cv + duv) = (d, c+ d, b+ d, a+ b+ c+ d),

extended componentwise to Rn. The Lee weight on Rn is defined by

wtL(x) := wtH(Φ(x)),

where wtH denotes the Hamming weight over Fq. This point of view allows one to measure vectors over
R through their q-ary images; see [22].

Let λ ∈ R∗. A linear code C ⊆ Rn is called λ-constacyclic if it is invariant under the λ-constacyclic
shift

Tλ(c0, c1, . . . , cn−1) = (λcn−1, c0, . . . , cn−2).

Equivalently, C may be identified with an ideal of the quotient ring

R[x]/⟨xn − λ⟩.

The structure of constacyclic codes over R is governed by the above idempotent decomposition. More
precisely, if

C = e1C1 ⊕ e2C2 ⊕ e3C3 ⊕ e4C4,

then C is a λ-constacyclic code over R if and only if each Ci is a λi-constacyclic code of length n over
Fq, where λ =

∑4
i=1 eiλi; see [22]. In particular, if gi(x) denotes the generator polynomial of Ci, then C

is generated by the corresponding idempotent combination of these component generators [22].

This decomposition also gives a convenient matrix description. If Gi is a generator matrix of Ci over
Fq for 1 ≤ i ≤ 4, then a generator matrix of C over R is obtained from the idempotent-weighted blocks

G =


e1G1

e2G2

e3G3

e4G4

 .

Thus the code over R is assembled from four component codes over Fq, while remaining intrinsically
defined over the ring R.

Finally, if C ⊆ Rn is a linear code of rank k, a parity-check matrix of C is a matrix

H ∈ R(n−k)×n

such that

C = {x ∈ Rn : HxT = 0}.

Equivalently, H may be taken as any generator matrix of the dual code C⊥. This parity-check viewpoint
will be used in the definition of the proposed syndrome-based hash construction.
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3. The Constash Hash Function

This section presents Constash, a code-based hash construction in the syndrome-hashing spirit of
Augot, Finiasz, and Sendrier [12]. As in our previous hash proposal [4], the full hash function is placed
in a Merkle–Damg̊ard-style framework. However, the underlying compression mechanism considered here
is different: it is defined through sparse syndromes over λ-constacyclic codes on the finite Frobenius ring
R = Fq + uFq + vFq + uvFq, where u2 = u, v2 = v, uv = vu. Let C = e1C1 ⊕ e2C2 ⊕ e3C3 ⊕ e4C4 be a
λ-constacyclic code over R of length n and rank k, and let H ∈ R(n−k)×n be a parity-check matrix of C.

The compression mechanism is based on a deterministic map

t ∈ {0, 1}∗ 7−→ z(t) ∈ Rn,

where z(t) is a sparse vector with prescribed support size and coefficients in a fixed subset of R. The
compression output is then defined as the syndrome of z(t) with respect to the public matrix H.

To define z(t), fix a finite subset S ⊆ Fq, and set

B =


4∑

j=1

ejsj

∣∣∣∣∣∣ sj ∈ S

 ⊆ R, (3.1)

where
e1 = (1− u)(1− v), e2 = u(1− v), e3 = (1− u)v, e4 = uv.

For a prescribed sparsity parameter w, define

En,w,B = {z ∈ Rn : | supp(z)| = w, zi ∈ B \ {0} for i ∈ supp(z)} .

Proposition 3.1 Let S ⊆ Fq be a finite coefficient set, and define

B =


4∑

j=1

ejsj : sj ∈ S

 ⊆ R.

Then
|B| = |S|4.

Proof: Since
R = e1Fq ⊕ e2Fq ⊕ e3Fq ⊕ e4Fq,

each element of B is uniquely determined by a 4-tuple (s1, s2, s3, s4) ∈ S4. Hence the map

S4 −→ B, (s1, s2, s3, s4) 7−→
4∑

j=1

ejsj

is bijective, and therefore |B| = |S|4. 2

Remark 3.1 Proposition 3.1 is a purely combinatorial statement. It shows that the ring-based coefficient
alphabet B is larger than the underlying field alphabet S, which may be useful when balancing sparsity
and encoding-domain size.

Thus, the coefficient alphabet over R grows naturally from the base set S ⊆ Fq, providing addi-
tional flexibility in the design of sparse encodings. We now describe how the vector z(t) is sampled
deterministically from the input.

The vector z(t) is obtained from a deterministic expansion stream

σ = XOF
(
“Constash” ∥ enc(q, n, k, w, λ) ∥ t

)
, (3.2)
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where enc(·) denotes a canonical encoding of the public parameters. The stream σ is then parsed as
described in Algorithm 1.

Algorithm 1 Deterministic sampling of the sparse vector z(t)

Require: Expansion stream σ, parameters n,w, S, idempotents e1, e2, e3, e4
Ensure: A vector z(t) ∈ En,w,B

1: Initialize z ← (0, . . . , 0) ∈ Rn, I ← ∅, and ℓ← 0
2: while ℓ < w do
3: Parse bits from σ and use rejection sampling to obtain

i ∈ {0, . . . , n− 1} \ I

4: Parse bits from σ and use rejection sampling to obtain

(s1, s2, s3, s4) ∈ S4

5: Set

b←
4∑

j=1

ejsj ∈ B

6: if b = 0 then
7: continue
8: end if
9: Set zi ← b

10: Update I ← I ∪ {i}
11: Set ℓ← ℓ+ 1
12: end while
13: return z(t)← z

Proposition 3.2 Algorithm 1 defines a deterministic map

t 7−→ z(t) ∈ En,w,B .

In particular, z(t) has exactly w distinct nonzero coordinates, all belonging to B \ {0}.

Proof: The stream σ is deterministically derived from t and the public parameters through (3.2). The
algorithm starts from the zero vector in Rn and inserts one nonzero entry at each accepted step. Since
each sampled index lies in {0, . . . , n − 1} \ I, no position is selected twice. Moreover, each accepted

coefficient is of the form b =
∑4

j=1 ejsj , hence belongs to B, and the rejection step excludes the case
b = 0. Therefore, after exactly w accepted iterations, the output belongs to En,w,B . 2

Proposition 3.3 Let
MB := max

b∈B\{0}
wtL(b).

Then every output z(t) of Algorithm 1 satisfies

wtL
(
z(t)

)
≤ wMB .

Proof: By Proposition 3.2, the vector z(t) has exactly w nonzero coordinates, each belonging to B \{0}.
Hence each nonzero coordinate contributes at most MB to the Lee weight, and therefore

wtL
(
z(t)

)
≤ wMB .

2



6 Cherkaoui and Abdelalim

Corollary 3.1 For every output z(t) of Algorithm 1,

wtL
(
z(t)

)
≤ 4w.

Proof: Since Φ(b) ∈ F4
q for every b ∈ R, one has

wtL(b) = wtH(Φ(b)) ≤ 4.

In particular, MB ≤ 4. The conclusion then follows from Proposition 3.3. 2

Remark 3.2 Corollary 3.1 is used only as a conservative estimate. Via the Gray map, it yields an
explicit Hamming-weight upper bound for the associated q-ary representation of the sampled vectors. This
is useful for parameter discussion and comparison, although the bound is not expected to be tight in
general.

The compression function associated with the proposed construction is the public syndrome map

Constash(t) = H z(t)T ∈ Rn−k, (3.3)

where H ∈ R(n−k)×n is a parity-check matrix and z(t) ∈ Rn is produced by Algorithm 1.

Remark 3.3 The construction is defined natively over the ring R. When a comparison with field-valued
syndrome hashes is desired, one may apply the Gray map componentwise to the output Hz(t)T, thereby

obtaining a vector in F4(n−k)
q . This representation is used only for comparison or serialization purposes,

and is not part of the core definition of the hash.

3.1. The Merkle–Damg̊ard construction of Constash

In order to process inputs of arbitrary length, the proposed compression mechanism is placed in a
Merkle–Damg̊ard-style framework. The input bitstream t is first padded and partitioned into blocks

t(1), . . . , t(i).

For each block t(j), the deterministic encoder produces a sparse vector z(t(j)) ∈ Rn, and the corresponding
compression output is computed as

y(j) = H z(t(j))T ∈ Rn−k,

where H ∈ R(n−k)×n is the parity-check matrix associated with the chosen constacyclic code over R.
The resulting outputs are chained from one round to the next, starting from an initialization value
IV ∈ Rn−k, until the last block is processed. The final value y(i) is then taken as the output of the
iterated construction. Figure 1 summarizes this Merkle–Damg̊ard-style organization of the proposed
hash.
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Figure 1: Merkle–Damg̊ard-style organization of the proposed Constash hash.

4. Efficient Evaluation of the Compression Function

The compression map
Constash(t) = H z(t)T

can be evaluated efficiently by exploiting both the constacyclic structure of the code and the sparsity of
the vector z(t).

Indeed, vectors in Rn are naturally identified with polynomials in the quotient ring

Sλ = R[x]/⟨xn − λ⟩.

Under this identification, the vector z(t) ∈ Rn corresponds to a polynomial z(x) ∈ Sλ, and each row of
the parity-check matrix H may be represented by a polynomial hj(x) ∈ Sλ. The j-th coordinate of the
syndrome is then obtained as the product

sj = hj(x) z(x) (mod xn − λ).

Thus, the computation of Hz(t)T reduces to a collection of polynomial multiplications in Sλ.
In the negacyclic case λ = −1, one works in the ring

R[x]/⟨xn + 1⟩.

Using the decomposition
R = e1Fq ⊕ e2Fq ⊕ e3Fq ⊕ e4Fq,

each polynomial over R may be treated componentwise over Fq; see [22]. Consequently, multiplication
in R[x]/⟨xn + 1⟩ reduces to four negacyclic multiplications in

Fq[x]/⟨xn + 1⟩,

followed by recombination through the idempotents. When

2n | (q − 1),
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the field Fq contains a primitive 2n-th root of unity, so these componentwise products can be carried out
efficiently by NTT [13]. This yields quasi-linear complexity O(n log n) for each negacyclic multiplication,
and therefore an overall complexity of order

O(r n logn)

for the evaluation of the full syndrome, where r = n− k; see also [34].
On the other hand, the encoder produces a w-sparse vector

z(x) =

w∑
ℓ=1

bℓx
iℓ ,

with coefficients bℓ ∈ B ⊂ R. In this regime, one may also evaluate the syndrome directly by sparse
multiplication:

hj(x) z(x) =

w∑
ℓ=1

bℓ x
iℓhj(x) (mod xn − λ).

This requires O(wn) operations per row, hence O(rwn) operations for the full syndrome. Such a strategy
may be preferable when w ≪ n or when only a single evaluation is required, whereas the NTT-based
approach becomes more attractive for larger dimensions or repeated computations.

Therefore, the proposed construction admits two natural evaluation modes: a sparse direct method
adapted to low-weight inputs, and a fast polynomial method based on negacyclic arithmetic and NTT in
the case λ = −1. This flexibility is one of the practical advantages of combining sparse encodings with
constacyclic structure over the ring R.

5. Security Analysis

In this section, we relate the security of the proposed compression map

Constash(t) = H z(t)T ∈ Rn−k

to sparse algebraic search problems over the ring R. As in syndrome-based hash constructions such
as FSB and its variants, the basic security intuition is that preimages correspond to solving bounded-
weight syndrome equations, while collisions correspond to finding nonzero low-weight vectors in the kernel
of the public parity-check matrix [12,10]. However, the present setting differs from the original FSB
encoding: our encoder samples support positions globally without replacement and uses coefficients in a
ring alphabet B ⊂ R, so the classical blockwise “regular word” formulation does not transfer verbatim.

We therefore analyze the scheme directly in terms of the deterministic sparse encoder

t 7−→ z(t) ∈ En,w,B ,

5.1. Underlying search problems

The following two search problems capture the preimage and collision tasks associated with the
proposed compression map.

Definition 5.1 (Bounded Lee-weight syndrome decoding over R) Let H ∈ R(n−k)×n, let y ∈
Rn−k, and let W ≥ 1. The bounded Lee-weight syndrome decoding problem consists in finding

e ∈ Rn

such that
HeT = y and wtL(e) ≤W.

Definition 5.2 (Low Lee-weight codeword search over R) Let H ∈ R(n−k)×n and let W ≥ 1. The
low Lee-weight codeword search problem consists in finding a nonzero vector

d ∈ Rn

such that
HdT = 0 and wtL(d) ≤W.
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These problems are the natural analogues, in the present ring setting, of the sparse syndrome search
problems underlying code-based hashing over finite fields.

5.2. Size of the encoded sparse domain

Since the encoder outputs vectors in En,w,B , the effective domain of the compression map is not all of
Rn, but a structured sparse subset.

Proposition 5.1 The cardinality of En,w,B is

|En,w,B | =
(
n

w

)
(|B| − 1)w.

Proof: A vector in En,w,B is obtained by first choosing its support, which can be done in
(
n
w

)
ways,

and then assigning to each support position a nonzero coefficient in B \ {0}, which yields (|B| − 1)w

possibilities. Multiplying these two counts gives the formula. 2

In view of Proposition 3.1, one has |B| = |S|4. Hence

|En,w,B | =
(
n

w

)
(|S|4 − 1)w,

which shows that the ring-valued coefficient alphabet substantially enlarges the sparse encoding domain
relative to a field-based alphabet of size |S|.

5.3. Theoretical security relations

We now relate inversion, second-preimage search, and collision search for Constash to the above sparse
algebraic problems.

Proposition 5.2 (Preimage relation) Let y ∈ Rn−k. If there exists t ∈ {0, 1}∗ such that

Constash(t) = y,

then z(t) is a solution to a bounded Lee-weight syndrome decoding instance:

Hz(t)T = y with wtL(z(t)) ≤ wMB ,

where
MB := max

b∈B\{0}
wtL(b).

Proof: By definition,
Constash(t) = Hz(t)T.

If Constash(t) = y, then z(t) satisfies
Hz(t)T = y.

Moreover, Proposition 3.3 gives
wtL(z(t)) ≤ wMB .

Hence z(t) is a bounded Lee-weight solution of the syndrome equation. 2

Proposition 5.3 (Second-preimage relation) Let t ∈ {0, 1}∗ and set

y = Constash(t) = Hz(t)T.

Any second preimage t′ ̸= t satisfying

Constash(t′) = Constash(t)

yields another vector z(t′) ∈ En,w,B such that

Hz(t′)T = y and wtL(z(t
′)) ≤ wMB .
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Proof: This is the same syndrome equation as in Proposition 5.2, but with the target value fixed to

y = Hz(t)T.

Since Algorithm 1 always outputs a vector in En,w,B , the bound

wtL(z(t
′)) ≤ wMB

again follows from Proposition 3.3. 2

Proposition 5.4 (Collision relation) Let t, t′ ∈ {0, 1}∗ with t ̸= t′. If

Constash(t) = Constash(t′),

then the difference

d := z(t)− z(t′) ∈ Rn

is a nonzero vector satisfying

HdT = 0

and

wtL(d) ≤ 2wMB .

In particular, collision search for Constash yields a low Lee-weight codeword in the kernel of H.

Proof: If Constash(t) = Constash(t′), then

Hz(t)T = Hz(t′)T.

Subtracting gives

H
(
z(t)− z(t′)

)T
= 0.

Thus d := z(t)− z(t′) lies in the kernel of H. If d = 0, then z(t) = z(t′). In that case, the collision comes
from two distinct inputs mapping to the same sparse vector; otherwise d ̸= 0 is a nonzero kernel vector.
Since

d = z(t)− z(t′) = z(t) + (−z(t′)),

the triangle inequality for the Lee weight gives

wtL(d) ≤ wtL(z(t)) + wtL(−z(t′)).

Since wtL(−x) = wtL(x) for every x ∈ Rn, it follows that

wtL(d) ≤ wtL(z(t)) + wtL(z(t
′)) ≤ 2wMB .

2

Using Corollary 3.1, one also gets the crude bound

wtL(d) ≤ 8w.

This estimate is conservative and is used only as a worst-case envelope in later parameter discussions.
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5.4. Information set decoding.

We consider information set decoding (ISD) as a baseline for solving the preimage problem

y = HzT, z ∈ Rn, wtL(z) ≤ w,

where H ∈ R(n−k)×n is the public parity-check matrix and wtL(·) denotes the Lee weight over R. By
construction, the encoder produces vectors of the form

z =

w∑
ℓ=1

bℓeiℓ , bℓ ∈ B ⊂ R \ {0},

so that the syndrome admits the representation

y =

w∑
ℓ=1

bℓ H(·,iℓ).

This is a sparse linear combination problem over the ring R, generalizing the classical binary decoding
setting.

Following the standard ISD strategy, one first permutes the columns of H and performs Gaussian
elimination to obtain a systematic form H ′ = (Ir | A). The problem then reduces to finding a subset of
indices {i1, . . . , iw} together with coefficients bℓ ∈ B such that the above relation holds.

To estimate the complexity, we adopt a meet-in-the-middle approach by splitting the support into
two subsets of size p. Let

L(p) =

(
(n− r)/2

p

)
· (|B| − 1)p,

which counts the number of partial sums of the form

p∑
j=1

bj H(·,ij).

The expected number of representations of the target syndrome is approximated by

N(p, ℓ) ≈ |R| r

L(p)2 ·
(

r−ℓ
w−2p

)
(|B| − 1)w−2p

,

reflecting the size of the syndrome space and the number of admissible completions.
Let

L′(p, ℓ) = L(p)
√
N(p, ℓ)

denote the effective list size after matching. The cost of one iteration is modeled by

C(p, ℓ,X) = 2X
(
log2(X) + ℓ

)
+

X2

|R| ℓ
,

where the second term accounts for collisions between partial sums in the reduced space.
The total workfactor is then estimated as

WF (n, r, w) = min
p,ℓ

K(p, ℓ),

with

K(p, ℓ) =

{
N(p, ℓ)C(p, ℓ, L(p)) if N(p, ℓ) > 1,

C(p, ℓ, L′(p, ℓ)) otherwise.
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5.5. Generalized birthday attacks.

The compression equation

y = Hz(t)T =

w∑
ℓ=1

bℓ H(·,iℓ), bℓ ∈ B \ {0},

shows that preimage search can be viewed as a weighted sparse-sum problem in the additive group of Rr,
where r = n− k. Since |R| = q4, this group has cardinality

|Rr| = q4r,

and may be identified, through any fixed Fq-basis of R, with an additive space of dimension 4r over Fq.
Accordingly, Wagner’s generalized birthday method may be used as a heuristic baseline in the present
setting, with the binary XOR of the classical formulation replaced by addition in Rr [11].

To model this attack, fix an integer a ≥ 1, and partition the set of column indices {1, . . . , n} into 2a

disjoint blocks of sizes as equal as possible. For preimage search, the w nonzero positions are distributed
among these blocks, and we write

ma =
⌈ w

2a

⌉
.

Each initial list is then formed from partial sums of the form

ma∑
j=1

bj H(·,ij),

where the indices ij are taken inside one fixed block and the coefficients satisfy bj ∈ B \ {0}. Hence the
number of available partial sums in one block is bounded by

Npre
a ≤

(
⌊n/2a⌋
ma

)
(|B| − 1)ma . (5.1)

Following Wagner’s balancing principle, we heuristically target list sizes of order

La ≈ q
4r

a+1 , (5.2)

which corresponds to forcing approximately 4r/(a+1) q-ary coordinates at each merging level. A neces-
sary heuristic feasibility condition for this attack is therefore

q
4r

a+1 ≤
(
⌊n/2a⌋
ma

)
(|B| − 1)ma . (5.3)

For the largest admissible value of a, the corresponding Wagner-type preimage baseline is heuristically
of order

GBApre(n, r, w;B) = Õ
(
q

4r
a+1

)
, (5.4)

up to polynomial factors in r arising from sorting and list handling.
The collision problem is modeled in the same spirit after passing to differences. Indeed, if

Constash(t) = Constash(t′),

then

0 = H
(
z(t)− z(t′)

)T
.

Writing

D := (B −B) \ {0},
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the difference vector d = z(t)−z(t′) has support size at most 2w and coefficients in the difference alphabet
D. Setting

m′
a =

⌈2w
2a

⌉
,

one obtains the coarse upper bound

N col
a ≤

(
⌊n/2a⌋
m′

a

)
|D|m

′
a . (5.5)

Thus a Wagner-type collision search is heuristically feasible only if

q
4r

a+1 ≤
(
⌊n/2a⌋
m′

a

)
|D|m

′
a , (5.6)

and in that regime its heuristic workfactor is of order

GBAcol(n, r, w;B) = Õ
(
q

4r
a+1

)
. (5.7)

This generalized birthday model plays, for the present ring-valued sparse encoder, the same conceptual
role that Wagner-type analysis plays in earlier syndrome-based hash constructions [12,10]. The difference
is that the counting is now performed from the actual sparse domain

z(t) =

w∑
ℓ=1

bℓeiℓ , bℓ ∈ B \ {0},

with global support sampling and ring-valued coefficients, rather than from the original one-choice-per-
block binary model.

5.6. Discussion of the encoder-specific security features

The preceding analysis already shows why the deterministic encoder t 7→ z(t) is central to the security
of the scheme.

First, the encoder constrains every input to a structured sparse subset En,w,B ⊂ Rn, so both preimages
and collisions are forced into low-weight algebraic relations. Second, the use of the ring alphabet

B =


4∑

j=1

ejsj : sj ∈ S


enlarges the coefficient space available at each nonzero position, which increases the sparse-domain size
without changing the number w of selected positions. Third, because support positions are sampled
globally without replacement, the encoder does not exhibit the original one-choice-per-block structure
used in the classical FSB formulation. This does not by itself prove resistance to all specialized attacks,
but it changes the attack surface and prevents a direct transfer of the original regular-word analysis.

For these reasons, the security discussion for Constash should be understood as combining two levels:

1. exact algebraic relations between hash attacks and sparse linear problems over R;

2. conservative practical evaluation against the best known decoding and generalized birthday base-
lines.

5.7. Heuristic combinatorial estimates

Let
Z := En,w,B = {z ∈ Rn : | supp(z)| = w, zi ∈ B \ {0} for i ∈ supp(z)} .

By Proposition 5.1,

|Z| =
(
n

w

)
(|B| − 1)w.
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This quantity plays, in the present setting, the same combinatorial role as the number of admissible
regular words in earlier syndrome-based hash constructions [12,10], although our encoder is different and
no blockwise regular-word model is assumed here.

Assuming heuristically that the map

z 7−→ HzT ∈ Rr, r = n− k,

is close to uniform on Rr when restricted to Z, the expected number of sparse solutions to a fixed
syndrome equation

HzT = y

is approximately

E[Npre] ≈
|Z|
|R|r

=

(
n
w

)
(|B| − 1)w

q4r
. (5.8)

Similarly, the expected number of ordered pairs (z, z′) ∈ Z2 satisfying

HzT = Hz′T

is approximately

E[Ncol] ≈
|Z|2

|R|r
=

(
n
w

)2
(|B| − 1)2w

q4r
. (5.9)

A collision yields a difference vector

d = z − z′ ∈ Rn

with support size at most 2w. Writing

D := (B −B) \ {0},

a crude upper bound on the number of nonzero difference patterns is

Ndiff ≤
2w∑
j=1

(
n

j

)
|D|j . (5.10)

This estimate is useful when relating collision search to low-weight kernel relations of the public parity-
check matrix.

Finally, since every encoder output has the form

Hz(t)T =

w∑
ℓ=1

bℓH(·,iℓ), bℓ ∈ B \ {0},

the problem also fits the general sparse-sum framework underlying generalized birthday attacks of Wag-
ner type [11]. The relevant search space is now determined by global support choices and ring-valued
coefficients, rather than by the original FSB one-choice-per-block model.

6. Parameter Selection and Concrete Instantiation

This section records the quantitative constraints attached to the proposed compression map

Constash(t) = H z(t)T ∈ Rn−k.

The purpose is twofold: first, to make explicit the exact combinatorial quantities determined by the sparse
encoder; second, to identify the baselines against which concrete security must be evaluated. Throughout
this section, we write

r = n− k.
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6.1. Exact quantities determined by the construction

For the encoder defined in Algorithm 1, the cardinal of the sparse domain is

|En,w,B | =
(
n

w

)
(|S|4 − 1)w. (6.1)

Accordingly, the associated domain size in bits is

log2 |En,w,B | = log2

(
n

w

)
+ w log2(|S|4 − 1). (6.2)

The raw compression output lies in Rr. Since |R| = q4, the cardinality of the output space is

|Rr| = q4r,

and its q-ary size in bits is

log2 |Rr| = 4r log2 q. (6.3)

If a binary serialization is used, each element of Fq requires ⌈log2 q⌉ bits, so the raw binary length is

Lraw = 4r ⌈log2 q⌉. (6.4)

From Proposition 3.3 and Corollary 3.1, every encoder output satisfies

wtL(z(t)) ≤ wMB ≤ 4w,

and every collision difference

d = z(t)− z(t′)

satisfies

wtL(d) ≤ 2wMB ≤ 8w.

These bounds are exact consequences of the construction and are the weight parameters used in the
security discussion.

6.2. Generic baselines

The exact quantities above already impose unavoidable generic limits. Let D := |En,w,B |. Then the
sparse encoder can never contribute more than D distinct internal vectors, and the compression output
can never exceed the size of Rr. Hence the generic baselines are governed by

min{D, q4r}.

More precisely, generic preimage search is bounded by

min{D, q4r}, (6.5)

whereas generic collision search is bounded by the corresponding birthday term√
min{D, q4r}. (6.6)

If an external binary encoding or truncation to b bits is applied after the ring-valued compression output,
then the generic bounds are further capped by 2b for preimages and 2b/2 for collisions.
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6.3. Concrete instantiation

We now record one concrete parameter set consistent with the preceding constraints. We take

q = 65537, n = 2048, k = 1024, r = 1024, λ = −1,

and we fix

S = {0,±1} ⊂ Fq.

Then

|S| = 3, |B| = |S|4 = 81, |B| − 1 = 80.

We also take

w = 64.

The condition 2n | (q − 1) is satisfied, since

2n = 4096 and q − 1 = 65536.

For these values, the sparse-domain size is

D =

(
2048

64

)
8064, (6.7)

and its bitlength is

log2 D = log2

(
2048

64

)
+ 64 log2 80

≈ 406.5698 + 404.6034

≈ 811.1732. (6.8)

Thus the sparse encoder ranges over approximately 2811.17 admissible vectors.

The raw output space has size

|Rr| = q4r = 655374096,

so that

log2 |Rr| = 4r log2 q = 4096 log2 65537 ≈ 65536.0901. (6.9)

Since ⌈log2 q⌉ = 17, the corresponding raw binary output length is

Lraw = 4r · 17 = 4096 · 17 = 69632 bits. (6.10)

Consequently, before any external truncation is applied, the generic baselines are determined by the
smaller of D and q4r, namely by D. Therefore

log2(generic preimage baseline) ≈ 811.1732, (6.11)

and

log2(generic collision baseline) ≈ 811.1732

2
≈ 405.5866. (6.12)

The corresponding Lee-weight bounds are

wtL(z(t)) ≤ 4w = 256, wtL
(
z(t)− z(t′)

)
≤ 8w = 512. (6.13)
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6.4. Practical attack baselines

For the above parameter set, the exact generic quantities are given by (6.8)–(6.12). The non-generic
attack surface is governed by the two families identified in Section 5.

First, preimage and second-preimage attacks reduce to bounded Lee-weight syndrome decoding over
R, with encoder weight bounded by (6.13). A conservative field-level comparison is obtained by expanding
ring symbols into their q-ary representations, which leads to an effective ambient length 4n = 8192 and
weight bound at most 256 for encoder outputs.

Second, collision attacks reduce to low Lee-weight kernel relations, with collision differences bounded
by Lee weight 512. At the same time, the sparse-sum form

Hz(t)T =

64∑
ℓ=1

bℓH(·,iℓ)

places the construction in the scope of generalized birthday methods of Wagner type [11]. In contrast
with the original FSB setting, however, the present encoder is not based on one choice per block; support
positions are sampled globally without replacement, and coefficients are taken from the ring alphabet
B ⊂ R. Accordingly, the classical regular-word formulas of FSB are not reused here.

The practical security level of a concrete instance is therefore determined by the minimum of the
following four baselines:(
n

w

)
(|B| − 1)w, q4r, best known decoding-style cost, best known generalized birthday cost.

The first two are exact and have been computed above. The latter two depend on the chosen external
cost model for decoding and sparse-sum search and must be evaluated consistently when reporting a final
bit-security claim.

7. A Concrete Example

We give a small example illustrating the Constash hash function

t 7−→ z(t) 7−→ Hz(t)T.

The parameters below are chosen only for transparency and are not intended to provide security.
Let q = 5, n = 3, and λ = 1. We work over

R = F5 + uF5 + vF5 + uvF5, u2 = u, v2 = v, uv = vu,

with idempotents

e1 = (1− u)(1− v), e2 = u(1− v), e3 = (1− u)v, e4 = uv.

We take as component codes the cyclic length-3 code

Ci = ⟨x− 1⟩ ⊆ F5[x]/⟨x3 − 1⟩, 1 ≤ i ≤ 4.

Since
x3 − 1 = (x− 1)(x2 + x+ 1)

over F5, each Ci has dimension 2, and one possible generator matrix is

Gi =

(
4 1 0
0 4 1

)
.

Accordingly, the code
C = e1C1 ⊕ e2C2 ⊕ e3C3 ⊕ e4C4 ⊆ R3
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is a cyclic code over R. A generator matrix of C is obtained from the idempotent-weighted component
blocks:

G =



4e1 e1 0
0 4e1 e1

4e2 e2 0
0 4e2 e2

4e3 e3 0
0 4e3 e3

4e4 e4 0
0 4e4 e4


.

Since the dual of ⟨x − 1⟩ over F5 is generated by x2 + x + 1, a parity-check matrix for each component
code is

Hi =
(
1 1 1

)
.

Hence a parity-check matrix for C may be taken as

H =
(
1 1 1

)
∈ R1×3.

We now fix the coefficient set
S = {0,±1} = {0, 1, 4} ⊆ F5,

and let B ⊂ R be the induced ring alphabet

B =


4∑

j=1

ejsj : sj ∈ S

 .

For this example, we take w = 2.
Consider an input message t ∈ {0, 1}∗. Applying Algorithm 1 to the stream

σ = XOF
(
“Constash” ∥ enc(5, 3, 2, 2, 1) ∥ t

)
,

suppose that the first accepted support positions are

i1 = 0, i2 = 2,

and that the corresponding accepted coefficients are

b1 = 1, b2 = u.

Then the encoder outputs
z(t) = (1, 0, u) ∈ R3.

The compression output is now computed directly from the parity-check matrix:

Constash(t) = Hz(t)T =
(
1 1 1

)1
0
u

 = 1 + u ∈ R.

Thus, in this example, the ring-valued compression output is the element

Constash(t) = 1 + u.

If one wishes to compare this output with field-valued syndrome hashes, one may apply the Gray map
only at the serialization stage. Using

Φ(a+ bu+ cv + duv) = (d, c+ d, b+ d, a+ b+ c+ d),

we obtain
Φ(1 + u) = Φ(1 + 1 · u+ 0 · v + 0 · uv) = (0, 0, 1, 2) ∈ F4

5.

This Gray image is not the native hash output; it is only a q-ary representation of the ring-valued
syndrome for comparison or serialization purposes.
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8. Conclusion

In this work, we introduced Constash, a syndrome-based hash construction built from λ-constacyclic
codes over the finite Frobenius ring

R = Fq + uFq + vFq + uvFq.

The design combines a deterministic sparse encoding with structured parity-check matrices over R, lead-
ing to a compression function defined through bounded-weight ring-valued syndromes. The resulting
construction fits naturally within the Merkle–Damg̊ard paradigm and provides a new instance of code-
based hashing beyond the classical finite-field setting.

From a computational perspective, the constacyclic structure enables efficient evaluation via poly-
nomial arithmetic, with further acceleration available in the negacyclic case through componentwise
transforms over Fq. On the security side, the analysis reduces to well-identified problems related to
bounded-weight syndrome decoding and low-weight kernel relations, placing the construction within the
established landscape of code-based cryptography.

Future work will focus on a detailed exploration of parameter choices and their concrete security levels,
including systematic evaluation against classical and quantum attack models. In particular, we plan
to derive heuristic complexity estimates for both decoding-based attacks and generalized birthday-type
strategies, and to complement the theoretical analysis with implementations and experimental validation.
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